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Abstract. In this paper, an approach to the ver-
ification of specificationsof reactive real-time sys-
temsis proposed.DisCois an object-orientedmethod
basedon joint actions.It supportsstepwiserefinement
and specificationof real-time properties.A mapping
from the DisCo languageinto timed automatais in-
troduced.Timed automataare finite-statemachines
extendedwith features to support the specification
and verification of real-time behaviour. An existing
model-checking tool is usedfor the verification task.
Although DisCois a morepowerful modelof compu-
tation than timed automata,many useful properties
can beverified.Moreover, even for specificationsthat
cannotbemappedassuch, specialcasescan beused
for more informal validation or finding counterex-
amples.The approach is illustrated by the mapping
and verification of a simpleexamplespecification,in
which two errorsare foundandcorrected.

1 Intr oduction

Specificationis widely recognizedto be themostcru-
cial phasein thedesignof complex systemsinvolving
concurrency, externalstimuli andreal-timeconstraints.
Errorsmadein thespecificationphasecanbeexpensive
to fix later in thedevelopmentcycle. Threefactorsare
of key importancein obtainingcorrectspecifications:
(1)Themethodologymustsupportthedesigner’sthink-
ing, guideto useproperabstractions,andenableincre-
mentaldevelopment.(2) Specificationsmust be vali-
datedby developersandusersbeforecontinuingwith
implementation.(3) Critical propertiesof thespecifica-
tion needto beformally verified.

DisCo1 [9] is a specificationmethod basedon
joint actions [3,4]. Its main advantagesare object-
orientation,designmethodologybasedon stepwisere-
finementby superposition,supportfor real-timespec-
ification, andexecutability. Basedon pastresultsand
experiences[15,12,21], it can be argued that DisCo
performswell with respectto factors(1) and (2) in
1 Acronym for DistributedCo-operation.

theabove list. The layer-basedmethodologyandgood
supportfor high-level abstractionsliberatethedesigner
from thinking in terms of implementation-level con-
ceptsearly in the specificationprocess.Executability
enablesvalidationof specificationsby animatingthem
with theDisCotool [21]. Thetool hasturnedoutto bea
usefulvalidationinstrumentandenhancedcommunica-
tionmedium.Themethodhasbeensuccessfullyusedto
specifysystemslargerthantypicalacademicexamples;
e.g.[19] describesa specificationof a slightly simpli-
fied I

�
C bus.

In this article, we concentrateon factor (3), dis-
cussingautomaticformal verificationof propertiesof
specificationsgiven in an improvedversiontheDisCo
language[11,10]. We map instantiationsof DisCo
specificationsinto timed automata [2], a formalism
suitablefor the verificationof systemsthat consistof
communicatingprocesseswith real-time constraints.
Theseautomataareusedfor verifying propertiesof the
specificationwith themodelcheckingtoolKronos[22].

Thesubsetof DisCospecificationsthatcanbeveri-
fiedusingthemappingpresentedhereis, from thepoint
of view of expressiveness,at most equivalent to the
setof specificationsthat could be given directly with
timed automata.The valueof usingDisCo asa spec-
ification front-endis in the layer-basedmethodology,
genericity, and in the animationfacility provided by
theDisCotool. Furthermore,propertiesof DisCospec-
ificationsnot verifiableby finite-statemodelchecking
maybeverifiedby theorem-proving methods.A map-
ping from DisCo into the input of a theorem-prover
and techniquesto assistin the verification of invari-
ant propertiesare describedin [14]. Model checking
couldalsobeusedfor verifying finite-statesubsystems
of infinite-statespecifications.Thus, the two verifica-
tion approachescomplementeachother.

Thestructureof this paperis asfollows. In Section
2 we discusssomework relatedwith oursmentioned
in theliterature.Sections3 and4 introduceDisCoand
theGeneralizedRailroadCrossingexample.Timedau-
tomata,KronosandTCTL areintroducedin Section5.
Section6 describestheprocedurefor mappingaDisCo



specificationinto timedautomata,andin Section7, the
actualverificationusingKronos is done.In Section8
we give someconclusionsanddiscussfuture research
on thesubject.

2 RelatedWork

Referencesto modelcheckingof actionsystemsin the
literaturearefew. Ourwork is partiallybasedonanear-
lier mapping[1] from DisCo into a transitionsystem
formalism.A modelchecker for TLA

�
specifications

is describedin [23]. Thecommonbaselogic of DisCo
andTLA

�
makesthis work interestingfrom our point

of view. A translationfrom linearhybrid actionsystems
into linearhybrid automatais presentedin [20].

Kronos has beenusedin verifying specifications
written in processalgebras,e.g.ATP [18], andin anex-
tensionof synchronouslanguageARGOS [13]. To our
knowledge,themappingpresentedhereis thefirst one
from real-timeactionsystemsinto timedautomata.

3 DisCo

The DisCo method incorporatesa specificationlan-
guage,amethodologyfor developingspecificationsus-
ing the language,and tool supportfor the methodol-
ogy. The languageis usedto constructgenericclosed-
systemspecificationswhere objectscommunicatein
multi-objectactions.A closed-systemspecificationde-
scribesasystemtogetherwith its environment.Thefor-
mal basisof thelanguageis Temporal Logic of Actions
(TLA) [16].

Specificationsare developed incrementally. One
startswith very simplebehaviours,andby stepwisere-
finementsaddsdetailsuntil the specificationis at the
desiredlevel. A refinementis obtainedby applyinga
variantof superpositionpreservingsafetyproperties.

The basicbuilding blocks of the DisCo language
are layers. A layer is an incompleteview of temporal
(e.g.A andB happenby turns)andreal-timeproperties
(A happensevery20ms)in thetotalsystemratherthan
an architecturalunit. Layersserve as units of logical
modularity. They canbebuilt up from scratch,or from
other layers,possiblyreusableones,by refinementor
composition.

Themostimportantcomponentsof layersareclass
andactiondefinitions,initial conditions,andassertions.
Objectsare instancesof classes.The attributesof an
objectcanhave simplevaluessuchas integer, real or
truthvalues,or they canbesetsor sequencesof simple
values.Additionally, thetypetimeis availablefor spec-
ifying real-timeproperties.Objectscanalsoincludehi-
erarchicaland parallel finite statemachines,and ref-
erencesto otherobjects.As with otherobject-oriented

languages,inheritancecan be usedfor building more
specializedclassesfrom moreabstractones.

An actionconsistsof a name,roles, parameters, a
guard, andabody. Objectscanparticipatein roles.An
actionis enabledif participantscanbeselectedsothat
theguardexpressionevaluatesto truefor them.Theex-
ecutionmodelhasnoexplicit controlflow. Any enabled
actioncanbeexecuted:thechoiceis nondeterministic.
The executionof an actionmeansexecutingthe state-
mentsgivenin its body.

An initial conditionexpressesaconditionthatmust
hold initially, and an assertionexpressesa condition
thatis assertedto hold invariantly.

Realtime is modelledasfollows. It is assumedthat
actionsareexecutedinstantaneously, andthattimewill
only passbetweenconsecutive actions.Therearetwo
dedicatedvariables:

�
, the real-valuedclock variable

initialized aszero,and � , the global setof deadlines
initialized asempty. The valueof

�
grows monoton-

ically and in eachaction,the valueof an implicit pa-
rameternow indicatesits executionmoment.A dead-
line consistsof amomentof timeandauniqueidentity.
Wheneveradeadlinenow ��� is neededfor somefuture
action,anexplicit statementof the form t@d, wheret
is a variableof type time, is given in an action body
to addthis deadlineto � . Thevalueof

�
is prevented

to grow beyond this deadline,until anexecutionof an
actionwith a statementt@ in its bodyhasremoved it
from � .

4 GeneralizedRailr oad Crossing

In thefollowing sections,GeneralizedRailroadCross-
ing (GRC) [7], a well known benchmarkproblem,will
serve asanexample.Theproblemis to developa sys-
temthatoperatesagateat a railroadcrossing.Thesys-
tem shouldsatisfysafetyandutility properties,infor-
mally: the gate is down when there is a train in the
crossing,andthegateisupwhennotrainis in thecross-
ing. Our solutionconsistsof layersTrains, Gates and
Controllers, wherethe latter refinesa compositionof
the other two layers.The solution is generic,e.g. the
specificationallows anarbitrarynumberof trains.Be-
causeof spacelimitations we describesomepartsof
thespecificationonly verbally.2

Trains Layer Trains definesclassTrain including a
state machineand variable exit_dl (dl standing for
deadline)of type time. The statemachinedepictsthe
positionof thetrain with respectto thecrossingasfol-
lows: In stateFAR, the train is not in the proximity
2 Thefull specificationis availableat URL http://disco.
cs.tut.fi/examples/grc/.



of the crossing,in NEAR the train is approachingthe
crossing,in AT_GATE thetrain is in thecrossing,and
in PAST thetrainhaspassedthecrossing.Thereis also
aninitial conditionTrain_init assertingthatinitially all
trainsarein stateFAR:

class Train is
state : (FAR, NEAR, AT_GATE, PAST);
exit_dl : time ;

end Train;

initiall y Train_Init is � t : Train :: t.state’FAR;

The layer includesfour actions.Action approach
hasoneparticipantof classTrain. Theactionis enabled
for trainswhich arein stateFAR. It changesthe state
of theparticipatingobjectto NEAR andsetsadeadline
for actionexit to 5 time unitsfrom now:

action approach (t : Train) is
when t.state’FAR do

t.state -> NEAR();
t.exit_dl @ 5;

end approach;

Action in (omitted)changesthestateof thepartici-
patingtrain from NEAR to AT_GATE. It cannotoccur
within two timeunitsafteranoccurrenceof approach.

Action out changesthe stateof the participating
train from AT_GATE to PAST:

action out (t : Train) is
when t.state’AT_GATE do

t.state -> PAST();
end out;

Action exit changesthestateof theparticipantfrom
PAST to FAR and removes the deadlineset in ap-
proach:

action exit (t : Train) is
when t.state’PAST do

t.state -> FAR();
t.exit_dl @;

end exit;

Gates LayerGates introducesclassGate. Thestruc-
ture of the classis very similar to Train. The states
of the included state machineare namedUP, GO-
ING_DOWN, DOWN and GOING_UP. We assert
that the classis singleton,i.e., thereis exactly onein-
stanceof it. Initially it mustbein stateUP. As in layer
Trains, thereare four actionsthat changethe stateof
thestatemachine.Theactionsarenamedlower, down,
raise andup. Therearealsosometimerestrictions.Ex-
ecutionof lower mustbe followed by down not later
than one time unit, and raise by up, not earlier than
onetimeunit, but not laterthantwo timeunits.Actions
raise andup areshown below. Theexecutionmoment
of actionraise is storedin variableraise_ot (ot stand-
ing for occurringtime):

action raise (g : Gate) is
when g.state’DOWN do

g.state -> GOING_UP();
g.up_dl @ 2;
g.raise_ot := now;

end raise;

action up (g : Gate) is
when g.state’GOING_UP and now >= g.raise_ot + 1 do

g.state -> UP();
g.up_dl @;

end up;

Controllers Layer Controllers imports layersTrains
andGates andrefinestheir compositionusingsuper-
position.SingletonclassController is defined,which
again containsa four-statestatemachineas well as
threevariablesof type time, lower_dl, raise_dl and
approach_ot. Thereis alsovariablen_trains of type
integer which is a counter used to count the num-
ber of trains that are in the proximity of the cross-
ing. The statesof the controller are WAIT_FIRST,
TO_LOWER, WAIT_LAST andTO_RAISE, thefirst
of which is assertedto betheinitial state.

Imported actionsare refined using superposition.
Actions approach andexit of Trains, and lower and
raise of Gates arerefinedby addinganew participant
of classController to each.Furthermore,their bodies
areaugmentedby new statementswhichchangetheat-
tributesof thenew participant.

Action approach is refined so that if the con-
troller is in stateWAIT_FIRST orTO_RAISE thestate
is changedto TO_LOWER or WAIT_LAST, respec-
tively. In the former case,a deadlineis set for action
lower. Theactionalsoincrementsthevalueof n_trains
and storesthe momentof execution in variable ap-
proach_ot. Ellipsesareusedin thelanguageto denote
the partsof the guardand the body given in the im-
portedaction:

refined approach (t: Train; c: Controller) of approach(t) is
when ... do

...
if c.state’WAIT_FIRST then

c.state -> TO_LOWER();
c.lower_dl @ 1;

elsif c.state’TO_RAISE then
c.state -> WAIT_LAST();

end if ;
c.n_trains := c.n_trains + 1;
c.approach_ot := now;

end approach;

Theguardof actionlower (omitted)is strengthened
sothatthecontrollermustbein stateTO_LOWER and
exactly one time unit haspassedfrom occurrenceof
approach (now � c.approach_ot �
	 ). The state
of the controller is changedto WAIT_LAST, and the
deadlinesetin approach is removed.

Action exit is refinedso that it alwaysdecrements
the countern_trains. Additionally, if the train that is
exiting is the lastonein theproximity of thecrossing,



and� thestateof thecontrolleris WAIT_LAST, theac-
tion changesthe stateof the controllerto TO_RAISE
andsetsadeadlinefor actionraise:

refined exit (t: Train; c: Controller) of exit(t) is
when ... do

...
if c.n_trains = 1 and c.state’WAIT_LAST then

c.state -> TO_RAISE();
c.raise_dl @ 1;

end if ;
c.n_trains := c.n_trains - 1;

end exit;

The guardof action raise is strengthenedso that
the controllermustbe in stateTO_RAISE. The state
of the controller is changedto WAIT_FIRST andthe
deadlinesetin exit is removed.

refined raise (g: Gate; c: Controller) of raise(g) is
when ... c.state’TO_RAISE do

...
c.state -> WAIT_FIRST();
c.raise_dl @;

end raise;

Thisconcludesthespecification.

5 Verification Theory and Tools

5.1 Timed Automata

Timed automataare finite-state machinesextended
with featuresfor modelling of the behaviour of real-
time systemsover time.Therearebasicallytwo differ-
entvariationsof timedautomata,oneof which is based
onacceptingtimedwords(e.g.[2]), while theotheruses
location invariants (e.g. [22]). The mostessentialdif-
ferencebetweenthesetwo variationsis thattheformer
associatesall timing constraintswith statetransitions,
while thelatterassociatescertainconstraintswith states
(locations). Currenttoolsmainlysupportthelatterdefi-
nition of timedautomata,whichis why wehavechosen
thelocationinvariantmodelasour targetformalism.

Background. Thereis a finite set � of clocks. Each
clock 
���� is associatedwith a non-negative real
value ����
�� . ��� is a setof predicatesover � defined
as a conjunctionof atomsof the form 
���� or 
�� ��� , where 
"!  �#� , �$�&%(')!+*,!+-)!+.)!/�10 , and
� is an integerconstant.An assignment2 is a function
2435��67�98 , where �:8 is �<;=%?>@0 . ��A 2CB denotesthe
valuation �ED suchthat for all 
F�G� , �EDH�I
��J�K���I2L�I
��M�
if 2L�I
������ , otherwise � D �I
��=�N> . Informally this
meansthatthevalueof eachclockeitherstaysthesame
or is assignedthevalueof someotherclock or 0.

Definition 1. [22] A timedautomatonO is asix-tuplePRQ !/�4!MST!MUV!HWX!ZY\[ :

1.
Q

is a finite setof locations, of which ]_^a`b^dc is the
initial location.

2. � is afinite setof clocks.
3. S is afinite setof synchronizationevents.
4. U is a finite setof edges. Eachedgee is a 5-tupleP ]f!hgX!jik!j2l!/] D [ :

(a) ],�=m is thesourcelocation,
(b) ]+DL�nm is thetarget,
(c) g is asetof events,
(d) io�p��� is theenablingcondition,and
(e) 2V3E�q6r� 8 is theassignment.

5. Wq3 Q 6 � � is a function that associatesa con-
dition W��s]_� to every location ]t��m . Wk�u]_� is called
the invariant of ] .

6. Y associatesasetof atomicpropositionswith each
location.

We will informally describethesemanticsof timed
automata.At any time, thestateof anautomatonis de-
terminedby the locationandthe valuesof the clocks.
Thelatterhave to besuchthat the locationinvariantis
satisfied.The automatonmay changeits locationand
the valuesof someof the clocksby executingan en-
abledtransition(i.e., a transitionwhoseenablingcon-
dition evaluatesto true). Alternatively, time may pass
while the location remainsunchanged,provided that
the location invariant is not violated; the valuesof all
clocksareincrementedby anequalamountof time.

An individual timedautomatonis typically usedto
model the behaviour of a processor componentin a
larger system.Componentautomatacommunicateby
synchronizingin transitionslabelledwith elementsof
the setsof synchronizationevents.Thereforewe need
theproductautomatonor parallel compositionof v au-
tomata,which is informally describedasfollows.

– Thelocationsare v -tuplesof locations.
– The setof clocksis the union of the v setsof the

components.
– Thesetof propositionsassociatedwith a tuple lo-

cationis theunionof thesetsof propositionsof the
componentlocations.

– Theinvariantof a tuple locationis theconjunction
of thecomponentinvariants.

– Transitions in different componentautomatala-
belledwith thesameeventsaresynchronized,inter-
nal transitionsof thecomponentsmaybeexecuted
independently.

– The enablingconditionof a transitionis the con-
junctionof theenablingconjunctionsof thepartic-
ipatingtransitions.

– Theassignmentis theunionof theassignmentsof
theparticipatingtransitions.



5.2 Kr onosand TCTL

Kronos[22] is averificationtool for real-timesystems.
The mathematicalbackgroundof Kronos is basedon
the theory of timed automata[2] and timed temporal
logics.

Verification with Kronos can be doneby using a
modelchecking or behavioural approach.Thecorrect-
nesscriteria is expressedin TCTL [8] whenthemodel
checkingapproachis usedand anotherautomatonis
usedfor the behavioural verification.In this paperwe
concentrateonmodelchecking.

The infinity problem induced by densetime is
solvedin Kronosby symbolicrepresentationof theinfi-
nitestatespaceby setsof linearconstraints.Theinfinite
statespaceis discretizedandthusmodelcheckingcan
bedoneasif theautomatonwasfinite.

TCTL is anextensionof CTL [5]. TCTL definestwo
real-timetemporaloperators:wyx"zH{}|/x � and ~�x�zH{}|/x � ,
informally possiblyand inevitably. A resetquantifier
for clocks is defined.Intuitively wyx"zH{�|bx � meansthat
thereexists somenon-zenorun 2 startingfrom state ]
anda point alongtherun suchthatthetime spentuntil
that point belongsto interval � , x � holdsat that point
and x z holdscontinuouslyuntil thatpoint.

Conventionalarithmetic,booleanandtemporalop-
erators(like ��!/����!�~��1| ) arealsodefined.Themean-
ing of ~��1|/x is ~5e����L��{�|bx .

6 Mapping DisCo into Timed Automata

6.1 Strategy

This sectionpresentsa formal procedurefor mapping
aDisCospecificationinto timedautomata.Eachobject
of aninstanceof aspecificationis mappedinto a timed
automaton,andthe actionsbecomethe transitions.In
addition, real-timeconstraintsare handledseparately
by constructinganautomatonfor eachtime-typedvari-
ableof thespecification.

Themappingis illustratedin Figure1. Thefirst box
depictsa DisCo specificationandthe secondcontains
theautomataproducedby themapping.

Beforetheactualmapping,theactionsusuallyneed
to be replacedby simpleronesusinga transformation
proceduresummarizedin thenext subsection.

We do not verify the genericsystemthat a DisCo
specificationactuallydescribes,but a specificinstance
of it. Furthermore,weareonly ableto verify finite-state
systems.Thus,beforebeginning,weneedto dothefol-
lowing:

1. Chooseaninstantiationthatis to beverified.
2. Setany necessarylimitationson datavalues.Vari-

ablesandparametersmusthavefinite valueranges.

Traini

Controller

Gate

ini

outi

down

up

appi exiti

lower raise

***

*
*

*

*

*

*

Fig.1. Schemeof the procedurefor mappingDisCo into timed
automata.

In thiscase,wechooseaninstantiationthathastwo
trains.

For simplicity it is assumedthatonly basicclasses
andothercorefeaturesof theDisColanguageareused.
Advancedfeaturessuchasinheritanceandcomplex ex-
pressionsare not handledby the mapping.Theseare
not essentiallimitations becausetheseconstructscan
be preprocessedby the DisCo compiler to obtain an
inheritance-freeintermediateform utilizing only basic
expressions.Non-operationalfeaturesof DisCo(asser-
tions and initial conditions)affect the transformation
only indirectlyby constrainingtheinitial state.

6.2 Transforming the Specificationinto a Mappable
Form

In timed automata,the synchronizationof component
automatain a transitionis solelybasedon the labelof
the transition.However, in DisCo actionsareactually
templatesfor simpleractions;e.g.theparticipantscan
in the generalcasebe chosenin many differentways.
Thus,to beableto mapDisCoactionsinto transitions
of timedautomata,weneedto split thetemplateactions
of a DisCospecificationinto oneswhoselabel(i.e. ac-
tion name)is uniquefor eachcombinationof partici-
pants,and moreover, uniquefor eachcombinationof
participantstates.

Theactionsaretransformedin thefollowing way:

1. Transformactionswith nondeterministicparame-
ters into several actionswith fixed parameterval-
ues(one action for eachpossiblecombinationof
values).

2. Split eachactioninto asmany versionsasthereare
possibleparticipantcombinationsfor it. Eachob-
ject mustbe given an explicit identity field which
is thencheckedin theguard.

3. Split actionsto remove statementsthat arenot lo-
cally determined,i.e. statementsthat assignto an



objectavaluedependingonthestateof anotherob-
ject.

4. Make theguardsseparable.An exampleof a non-
separableguardis �@�a�=�����a� , where � and � are
objectsand � is a boolean-valuedvariableof both.
An equivalent separableform is �@�a�����5�y�H]��1�
���a�X���5�y�H]��J�9�@�a����e��?�L�J�����a�X��e����L� .

5. Transformall action guardsinto their disjunctive
normalforms.Breaktheactionsinto asmany ver-
sionsastherearedisjuncts,taking thedisjunctsas
theguardsof thenew actions.

Becauseof spacelimitations, we cannotdescribe
thetransformationstepsin moredetailhere.Only some
of thestepsneedto becarriedoutfor theexamplespec-
ification. Full descriptionsof all stepstogetherwith
proofsthatthey resultin anequivalentspecificationare
givenin [1].3

6.3 Mapping Data

Symbolic representationof datain timed automatais
not possible.Therefore,variableshave to beunfolded.
Unfoldingrefersto embeddingdifferentvariablevalues
into differentstates.In orderto beableto usereal-life
verificationtools,theautomataneedto befinite andof
relatively smallsize.In theGRC specification,theonly
variablewhosevalueneedsto berestrictedis n_trains,
of type integer. Sinceour instantiationhasexactly two
trains,weknow thatn_trains is neversupposedto have
any othervaluesthan0, 1 or 2. However, in ordernot
to risk makingfalseassumptions,we shouldprove that
thementionedrestrictedvaluerangeis indeedentailed
by thespecification.

Fortunately, the proofsof the validity of this kind
of instantiation-impliedrestrictionsonvaluerangescan
beleft on theresponsibilityof themodelcheckingtool
usedto verify theactualpropertiesof thespecification.
We just have to make an educatedguessof what the
rangewill be, andaddcertaintransitionsto a special
error statein the automaton.This will be discussedin
moredetail in Sections6.5and7.1.

6.4 Limitations of the Mapping

Real time Due to the limitations of timed automata,
only certain kinds of real-time specificationscan be
mapped.We do not claim that a mappingcould not
befoundfor somereal-timefeaturesmentionedbelow
asunsupported.We have chosento supportanexpres-
sive enoughset of featureswhile trying to keep the
3 The target formalismin the referenceis not timed automata,

but more traditional transition systems.The transformation
steps,however, arenot affectedby thedifferencesof the for-
malisms.

mappingrelatively simpleandstraightforward. In our
experience,most real-timeDisCo specificationsnatu-
rally adhereto theselimitations,andthosethatdo not
canrelatively easilybemodifiedto do so.For thenon-
obvious,non-syntacticrestrictions,thereis no needto
investigate whetherthe specificationis in accordance
with them beforeproducingthe automata:the model
checker canbe usedto do this after the mappinghas
beenapplied.

Thefirst limitation is thatonly integerliteralscanbe
usedto denotetime values,possiblyaddingthe value
of now in certainsituations.This is becausetimedau-
tomataallow only integer assignmentsand compar-
isons.Restrictingto integersdoesnot reduceexpres-
sivenessthat much,becausetime units canalwaysbe
scaledappropriately, andthereveryrarelyisneedtouse
time valuesthat cannotbe expressedwith a terminat-
ingdecimal.Furthermore,valuesof timevariablesmust
not beassignedto othertime variables.This couldnot
be handledby timed automata.In DisCo, time values
usuallyhave thenatureof globalspecificationabstrac-
tions,andthereforethey neednot beassignedto other
variables,thusthelimitation is not essential.Also, if a
deadlineis setusinga certaintime variable,it mustbe
removed beforeanotherdeadlinecanbe setusingthe
samevariable.It is a goodideato adhereto this limi-
tation anyway, or the specificationis very likely to be
incorrect.Finally, only one assignmentstatementper
time variableis allowed in the specification(this is a
staticrestriction,i.e. dynamicallythestatementcanof
coursebeexecutedanarbitrarynumberof times).With-
out this restrictionthehandlingof comparisonexpres-
sionswouldbecomedifficult. Thelimitation canbecir-
cumventedby usingmoretimevariables.

Fairness DisCoallows strongfairnessrequirementsin
actions,while timed automatahave no notion of fair-
nessin their executionmodel.Thuswe areonly able
to verify safety and real-time properties,which fair-
nessdoesnotaffect.This limitation is not tooessential,
becausein real-time specificationswe can often use
boundedlivenessexpressedusingreal-timeconstraints
instead.

6.5 Constructing Timed Automata Modelling
Objects

We arenow readyto do the actualmapping.First we
constructautomatawithout any timing properties,i.e.
deadlinemanipulationstatementsandotherreferences
to time-typedvariablesare ignoredaltogetherat this
stage.

In themapping,we will usethenotationalconven-
tion thattheassignmentcomponentof anedgeis given



asasetof assignmentstatements.Thesemanticsof this
shorthandnotationis obvious: thecorrespondingfunc-
tion mapseachclockoccurringon theleft handsideof
anassignmentto theright handsideof theassignment,
andall otherclocksto themselves.

We denotethe automatonrepresentingthe DisCo
object � by �E�)�s�t� . The constructionof the set of
statesfor �E�)�u�1� is donein two steps.First,we takeas
underlyingstatesthestatespaceof thehierarchicaland
parallelDisCostatemachinesin theobjectanddenote
themby m D . Statesin m D arenotparallelor hierarchical;
the statespacehasbeenformed by binding a unique
stateto eachpossiblecombinationof hierarchicaland
parallel states.Second,unfold the variables,resulting
in thestates
Q ��%G�u]+D�!j�@zb!j� � !+������!j�� ¡�}�nm¢D�£4¤kD z £F�����l£4¤kD ¥ ~�	,*§¦¨*§v=3}©Iª�«J��
5¬�!/] D �E­_®°¯@±1��¬¢�²¤k¬

¯y³�´µ¯}��¬���¶�0C�
where 
�zb!j
 � !+������!j
l  arethevariablesof theobject, ¤k¬
is thevaluerangeof variable 
l¬ , ¤ D �<¤o;F%?¶�01�u¶�·�
¤k¬H� , and«J��
°!/]_� is ¸I¹bºl» if f variable
 is definedin state
] (in the DisCo sense,i.e. the scopeof the variableis
active in state] ).

The initial state ] ^a`b^dc of �C�)�u�1� is determinedby
the initial stateof theDisCospecification,obtainedin
theinstantiation,andconstrainedby theassertionsand
initial conditionsof thespecification.

Additionally, a special »¼¹b¹h½�¹¡¾/¿5ÀÂÁ5Ã stateis added
to the automaton.The subscript �C�1�u�1� standsfor a
uniqueidentifiermakingthenameof theerror statelo-
cal to theautomaton.

Thesetof synchronizingevents S of �E�)�s�t� is

SÄ��%°Å ¥ Å is anaction � participatesin 0C�
Thesetof edgesU of �E�)�s�t� is

U<��%��u]f!¼%�Å10C!je��?���(!hÆ@!/]+DR�
� Q £²ÇfÈ9£=%µe��?���f01£=%?Æ@01£ Q¥ ] PMP Å,[M[j] D 0

where ] PjP Å,[j[M]+D meansthat

1. all predicatesexcept thosereferring to time vari-
ablesin the guardof Å dependingon the stateof
object � evaluateto ¸I¹bºl» in state] , and

2. executingall statementsof Å affectingthestateof
� — exceptthoseassigningto timevariables— in
state] resultsin state]+D .
If ] D is astatethatdoesnotexist dueto a restriction

placedon therangeof somevariable(s),thetargetstate
is »+¹b¹h½�¹¡¾h¿LÀÂÁ5Ã .

Thesetof clocks � is emptyandthefunction W as-
sociatesthe condition ¸I¹bºl» to eachlocation.We also

choosea Y componentto associatea set of atomic
propositionswith eachlocation; we usepropositions
suchas �1� _ É}�)��ÊJË and Ì¡�kÍTÎ which in this case
directly correspondto the statesof the objectsin the
DisCospecification.

6.6 Constructing Timed Automata Modelling
Real-Time Constraints

For eachtime-typedvariable
 of thespecification,we
constructaseparateconstraint automatonÏ"�)��
�� . The
initial locationof the automatonhasno invariant,and
possibleotherlocationshave invariantsthatcorrespond
to DisCo deadlines.Thereare basicallyfour ways of
usingtime-typedvariablesin DisCospecifications,and
they aretreatedasdescribedbelow.

Settinga Deadline Becauseof thelimitationsof timed
automata,we have to placerestrictionson how time
variablesmaybeusedin thespecification.All deadline
setstatementsmustbeof theform

o.dl @ c;
where o.dl is a time-typed variable and c is

a non-negative integer literal. For each statement
e of action ÅÐ��eM� of the above form, a locationÑ ½_Ò(��eM� with the invariant �@�Ó�@�Ô* � and an edgeP ]_^a`b^dc�!¼%_Å��IeM�h0C!_Ò/½�ÕLÖL!¼%_�E�Ó�@�13d��>@0C! Ñ ½�Ò(�IeM�j[ areadded
to theautomatonÏ"�)�H�@�RÖy×H� . If theguardof ÅÐ��eM� does
notdependon �@�RÖy× , Ò/½�ÕLÖ is ¸I¹bºl» , otherwiseÒ/½?Õ�Ö is as
describedbelow in thecontext of usinga time variable
in aguard.

In addition, edges
P ]f!¼%_Å��Iej�/0C!_Ò/½?Õ�ÖL!hÆ@!_»+¹b¹h½�¹fØjÙÓÚ/ÛÜ[

are added for each location ] Ý� ] ^a`b^dc . Location
�µ�����?�_ØjÙÓÚ/Û is a speciallocationwhich is not reachable
in thefinal productautomatonif thespecificationdoes
not allow using the sametime variable for setting a
new deadlinewithout removing the previous one set
usingthe samevariable.The unreachabilityof the lo-
cationmustbeverified.The »¼¹b¹h½�¹ locationis local to
eachconstraintautomaton;thereforewe addthe vari-
ablenameasasubscript.

Removing a Deadline A deadlineremoval statementis
alwaysof theform

o.dl @;
For eachstatemente of action ÅÐ��eM� of the above

form, edges
P ] , %�ÅÐ��eM�/0(!LÒ/½�ÕLÖ5!@Æ@!@]_^a`b^dcu[ for every ]V�

m areaddedto the automatonÏ"�)�H�E�RÖ¡×I� . Component
Ò/½�ÕLÖ is asin usinga timevariablein aguardbelow.

Assigning a Value to a Time Variable We allow the
following form of assignmentsto time variables:

o.tv := now Þ c;



wherec is a non-negative integer literal. Only one
suchassignmentstatementpertimevariableis allowed
in thespecification.For eachstatemente of action ÅÐ��eM�
of theaboveform,edge

P ] ^a`b^dc !¼%_Å��IeM�h0C!M�¼�?v��l!¼%_�@�Ü¸IßV3d�
>@0C!/]_^Ó`¼^acu[ is addedto automatonÏ"�1�H�E�Ü¸Iß¡� . Component
Ò/½�ÕLÖ is asin usinga time variableguard(seebelow).
Additionally, edges

P ]f!�Å��Iej�b!�¸I¹bºl»(!�Æy!¨»¼¹b¹h½�¹�ØMÙ cdà�[ for
each ]nÝ�á]_^a`b^dc areaddedto theautomatonÏ"�)�I�@�Ü¸Iß¡� .
Thisentailsthatit is illegal to assignto adeadlinevari-
ablewith anactive deadline.Again, we have to verify
that �µ�����?� ØjÙ caà is anunreachablestate.

Using a Time Variable in a Guard We allow the fol-
lowing formsof expressionsreferringto time variables
in actionguards:

now # o.tv Þ d
whereo.tv is thetime variable, �â��%(')!+*)!+-,!+.)!/�10
andd is a non-negative integer literal. If action Å con-
taining the expressiondoesnot setor resetdeadlines,
edges

P ]f!E%_Å)0C!ãÒ/½�ÕLÖL!fÆy!(]_[ for all locations]t��m are
addedto Ï"�)�H�@�Ü¸Ißy� . By the following calculationwe
gettheexpressionÒ/½�ÕLÖ . Theremaybeoneassignment
to thetimevariable,andit hasto beof theform

o.tv := now Þ c;
where � is a non-negative integer literal. We obtain
Ò/½�ÕLÖ by addingtheconstantcomponentä�� (wherethe
binaryoperatorä is interpretedasthesignof � ) of the
possibleassignment( > if thereis no suchassignment)
to theconstantterm ä�� of thecomparisonexpression,
obtainingå , andcomparingtheclock � _ ¸Iß correspond-
ing to the time variable �@�Ü¸Iß with å . Thus, Ò/½�ÕLÖ be-
comes

o_tv# k.
If, on the other hand,action Å doesset or reset

deadlines,theedgesneededarealreadyin theautoma-
ton. We just add the Ò/½�ÕLÖ component(obtainedthe
samewayasabove) to them.

7 Verification UsingKr onos

7.1 Mapping GRC

As a resultof applyingtheactiontransformationsand
the mappingproceduredescribedin Section6 to the
two-train instantiationof the GRC specificationpre-
sentedin Section4, weobtain14timedautomata.Four
of thesecorrespondto DisCoobjects(two Trains, one
Gate, andoneController), andtento timevariablesof
the specification(oneautomatonper variable).As ex-
amples,the automatacorrespondingto the Controller
objectandtime variableraise_dl areshown in Figures
2 and3.

For verification, the producedautomataare com-
posedin parallel.Theproductautomatonhas68 loca-
tions, 199 transitions,and ten clocks.The numberof

clocks could have easily beenreduced,and in larger
specificationsoptimization is essentialdue to perfor-
mancereasons.Reductioncouldbedoneeitheron the
DisColevel (by usingfewer timevariables)or by using
aclock optimizationtool suchasOptikron [6] afterthe
mappinghasbeenapplied.

At thisstage,wemustcheckthaterror statesareun-
reachable.Wefind thatthey are.Thus,theassumptions
madein themapping— regardingtherangeof thevari-
ablen_trains andthemanipulationof timevariables—
arevalid.
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raise
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lower

lower

lower

exit_n1_wl1,2

approach_nwf_tr1,2

raise

exit_nnl1,2
exit_nwl1,2

exit_nn1,2
exit_nwl1,2

exit_nwl1, 2

exit_nwl1,2
exit_n11,2

approach_nwf_tr1,2

approach_nwf_tr1, 2

Error

exit_nn1,2
exit_nwl1,2

approach_nwf_ntr1,2

approach_wf1,2

exit_nn1,2
exit_nwl1,2
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Error
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ErrorError

Error

Error

exit_nn11,2

app_nwf_ntr1,2
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Fig.2. TheController automaton.

RAISE_DL ≤ 1
raise

exit_n1_wl1,2,
RAISE_DL := 0

Errorexit_n1_wl1,2

raise

*

Fig.3. TheRaise_dl automaton.

7.2 Non-Zenoness

Non-Zenoness,the propertythat time canproceedbe-
yondany bound,canbeverifiedby verifying theTCTL

property
æ Õ æ ¸¨�ç~°è��uw¡�1éLzb¸I¹bºl»?�b�

Intuitively the propertymeansthat it is alwayspossi-
ble for time to proceedby oneunit. Theresultthatthis



propertyentailsNon-Zenonesshasbeenproved in [8].
Non-Zenonessisanimportantpropertyof any real-time
system.If it doesnot hold, thereprobablyareconflict-
ing real-timerequirements.In sucha situationit might
be that somesafetypropertiesonly hold becausetime
stopsandnothinghappens.

Applying the forward searchof Kronos, we find
that our specificationdoesnot satisfy Non-Zenoness.
A counterexampleis obtainedwhich leadsusto notice
thattheassignment

c.approach_ot := now;

in actionapproach shouldnot be executedin all sit-
uations.Actually, it shouldonly beexecutedwhenthe
first train approachesthe crossing,i.e. not when one
train is alreadyin anda secondtrain approaches.The
error leadsto a situation in which on one hand it is
requiredthat the deadlinefor executingaction lower
is onetime unit afterexecutingapproach for thefirst
time,andon theotherhandlower is requiredto beex-
ecutedexactly onetime unit afterexecutingapproach
for thesecondtime.Theserequirementsclearlyconflict
with eachother, andaZenobehaviour is forced.

After correcting the bug, verification of Non-
Zenonessis re-attempted.The result is, again, failure.
Theforwardsearchalgorithmyieldsa counterexample
basedon which we note the following. In the action
exit, a deadlineis setfor actionraise. However, if ac-
tion approach occursbeforeraise, we arein trouble.
The deadlineis not removed,yet raise is not enabled
anymore.Thus,aZenobehaviour is again forced.

After the correction of the seconderror, Non-
Zenonessis verified successfullyusing the backward
searchof Kronos.

7.3 Safety

Thesafetyproperty“when a train is in thecrossing, the
gateis closed” is expressedin TCTL asfollows:

æ Õ æ ¸¨�ç~¢è��¢�u�1� _ É��1��ÊJË��p�1� _ É}�)��Ê�Î(�
�Nêìëtíïî²�

Using thebackward searchalgorithm,we find that
thepropertyholdsfor thecorrectedspecification.

7.4 Utility

The informal utility property“whenever no train is in
the crossing, the gate is up” is too strongto be taken
literally. Thesystemhasto beallowedsometime after
the last train hasleft thecrossingbeforeit canreason-
ablyberequiredthatthegatehasbeenlifted. Theeasi-
estwayto formulatethispropertyis to addanauxiliary

clock EXIT_TIMER which is resetwhenthe last train
leavesthecrossing,andrequirethat

æ Õ æ ¸¨�ð~¢è��¢��Ì¡�kÍ Ë �4Ì¡�kÍ Î �
�$��ñ�ò��²ÊôókõC� _ �Lõhö÷Ê�Í�'k��ø(�M�

Thetimeboundø is obtainedby summingupthedead-
line intervals for actionsraise (1 time unit after exit)
andup (2 time unitsafterraise).

Using the backward searchof Kronos, the utility
propertyis verifiedsuccessfullyfor ourcorrectedspec-
ification.

8 Conclusionsand Futur e Work

We have presentedan approachto the verification of
real-timeDisCospecifications.Themaintechnicalcon-
tributionof thiswork is themappingfrom DisCospec-
ificationsinto timedautomata.Usingthemodelcheck-
ing tool Kronos we are able to verify many critical
propertiesof finite specificationinstances.A compiler
couldbeconstructedin astraightforwardwayto imple-
mentthemappingpresentedin this paper.

Theapproachmakessomeuseof thegenericityof
DisCospecifications:unlike in many otherverification
approachesbasedon model checking,one specifica-
tionsufficesfor producingmany differentinstantiations
consistinge.g.of differentnumbersof objects.

The two errorsfound in the examplespecification
areevidenceof the usefulnessof the mapping.When
we tried to verify the Non-Zenonessproperty, Kronos
outputa sequenceof transitionsleadingto a statenot
satisfyingthe property. Counterexamplesof this kind
actascluesfor locatingerrors.Usingtheerroneousse-
quenceof transitions,it waseasyto tracethe error in
theDisCospecification.

The model checkingapproachsuits well for cer-
tain kindsof DisCospecificationsandcertainkindsof
properties.As describedin Section6, the limitations
for thespecificationsarenot crucial.It is alsopossible
to modelcheckonly someinstantiationsof partsof the
DisCospecification.Livenesspropertiescannotbever-
ified with theapproach.Theclosestwegetarebounded
livenesspropertiesexpressedusingtiming constraints.

In largespecifications,weeasilyendupwith alarge
state-spaceandasubstantialnumberof clocksevenaf-
ter optimization.The currenttools arenot yet able to
handlelargestatespacesefficiently, andespeciallythe
numberof clocksquickly increasestime andmemory
usage.SinceDisCo supportsstepwiserefinementand
preservation of safetyproperties,we may be able to
verify somesafetypropertiesusingsimple layersthat
describethesystematahigherlevel of abstraction.An-
otherway to easethe work of the verification tool is



made� possibleby theseparatetreatmentgiven for real
time in themapping.Propertiesthatdo not dependon
real-timeconstraintscould be verified without includ-
ing theconstraintautomatain theproductsystem.

We alsoexploredthepossibilityto useanothertool
for modelcheckingtimedautomata.Thetool UPPAAL

[17] hasappealingfeaturessuchasdatavariablesanda
graphicaluserinterface.However, in UPPAAL commu-
nicationbetweenprocessesis one-to-one.This would
make themappingof multi-objectactionslessstraight-
forward since the synchronizationwould have to be
donepairwise.

Model checking and user-controlled mechanical
theoremproving complementeachother. Modelcheck-
ing canbeusedto find counterexamplesefficiently and
proposedinvariantscanbepre-checkedfor specificin-
stancesbeforeattemptingto usea theoremprover for
formally proving themfor thegenericspecification.
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