Verifying Real-Time Joint Action SpecificationsUsing Timed Automata

Timo Aaltonen

Mika Katara

RistoPitkanen

SoftwareSystemd_aboratory
TampereUniversity of Technology
P.O.Box 553,FIN-33101TampereFinland

tta@s.tut.fi

Abstract. In this paper an approad to the ver-
ification of specificationsof reactive real-time sys-
temsis proposedDisCois an object-orientedmnethod
basedon joint actions.It supportsstepwisgefinement
and specificationof real-time properties.A mapping
from the DisCo languageinto timed automatais in-
troduced. Timed automata are finite-state machines
extendedwith featuresto support the specification
and verification of real-time behaviour An existing
model-hedking tool is usedfor the verification task.
Although DisCois a more powerful modelof compu-
tation than timed automata, many useful properties
can be verified. Moreover, even for specificationghat
cannotbe mappedas sud, specialcasescan be used
for more informal validation or finding counterex-
amples.The approad is illustrated by the mapping
and verification of a simpleexamplespecification,in
which two errors are found and corrected.

1 Intr oduction

Specificationis widely recognizedo be the mostcru-
cial phasein the designof complex systemsnvolving

concurreng, externalstimuli andreal-timeconstraints.

Errorsmadein thespecificatiorphasecanbeexpensve
to fix laterin the developmentcycle. Threefactorsare

of key importancein obtainingcorrectspecifications:

(1) Themethodologynustsupporthedesignesthink-

ing, guideto useproperabstractionsandenableincre-
mentaldevelopment.(2) Specificationamust be vali-

datedby developersand usersbeforecontinuingwith

implementation(3) Critical propertiesof the specifica-
tion needto beformally verified.

DisCa' [9] is a specification method basedon
joint actions[3,4]. Its main adwantagesare object-
orientation,designmethodologybasedon stepwisere-
finementby superpositionsupportfor real-timespec-
ification, and executability Basedon pastresultsand
experienced15,12,21], it can be arguedthat DisCo
performswell with respectto factors(1) and (2) in

1 Acronym for DistributedCo-operation.
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the above list. The layerbasedmethodologyandgood

supportfor high-level abstractionsiberatethedesigner
from thinking in termsof implementation-teel con-

ceptsearly in the specificationprocess Executability
enablessalidationof specificationdy animatingthem

with the DisCotool [21]. Thetool hasturnedoutto bea

usefulvalidationinstrumen&andenhancedommunica-
tion medium.Themethodhasbeensuccessfullysedo

specifysystemdargerthantypicalacademiexamples;
e.g.[19] describesa specificationof a slightly simpli-

fied I2C bus.

In this article, we concentrateon factor (3), dis-
cussingautomaticformal verification of propertiesof
specificationgyivenin animproved versionthe DisCo
language[11,10]. We map instantiationsof DisCo
specificationsinto timed automata[2], a formalism
suitablefor the verification of systemsthat consistof
communicatingprocesseswith real-time constraints.
Theseautomataareusedfor verifying propertiesof the
specificatiorwith themodelcheckingtool Kronos[22].

Thesubsebf DisCospecificationghatcanbe veri-
fiedusingthemappingpresentedhereis, from thepoint
of view of expressieness,at most equivalentto the
setof specificationghat could be given directly with
timed automata.The value of using DisCo asa spec-
ification front-endis in the layerbasedmethodology
genericity and in the animationfacility provided by
theDisCotool. Furthermorepropertieof DisCospec-
ifications not verifiable by finite-statemodelchecking
may be verified by theorem-prging methods A map-
ping from DisCo into the input of a theorem-preer
and techniquesto assistin the verification of invari-
ant propertiesare describedin [14]. Model checking
couldalsobe usedfor verifying finite-statesubsystems
of infinite-statespecificationsThus, the two verifica-
tion approachesomplemeneachother

The structureof this paperis asfollows. In Section
2 we discusssomework relatedwith ours mentioned
in theliterature.Sections3 and4 introduceDisCoand
the GeneralizedRailroadCrossingexample.Timedau-
tomata,KronosandTcTL areintroducedin Section5.
Section6 describesheprocedurdor mappinga DisCo



specificatiorinto timedautomataandin Section7, the
actualverification using Kronosis done.In Section8
we give someconclusionsanddiscussfuture research
onthesubiject.

2 RelatedWork

Referenceso modelcheckingof actionsystemsn the
literaturearefew. Ourwork is partiallybasednanear
lier mapping[1] from DisCo into a transitionsystem
formalism. A modelchecler for TLA* specifications
is describedn [23]. The commonbaselogic of DisCo
and TLA T makesthis work interestingfrom our point
of view. A translatiorfrom linearhybrid actionsystems
into linearhybrid automatds presentedn [20].

Kronos has beenusedin verifying specifications
writtenin processlgebrase.g.ATP [18], andin anex-
tensionof synchronousanguageARGos [13]. To our
knowledge,the mappingpresentedhereis thefirst one
from real-timeactionsystemsnto timedautomata.

3 DisCo

The DisCo methodincorporatesa specificationlan-
guageamethodologyfor developingspecificationsis-
ing the language and tool supportfor the methodol-
ogy. Thelanguagés usedto constructgenericclosed-
systemspecificationswhere objects communicatein
multi-objectactions A closed-systemspecificatiorde-
scribesasystemogethemith its ernvironment.Thefor-
mal basisof thelanguagéas Tempoal Logic of Actions
(TLA)[16].

Specificationsare developed incrementally One
startswith very simplebehaiours,andby stepwisere-
finementsaddsdetails until the specificationis at the
desiredlevel. A refinementis obtainedby applyinga
variantof superpositiorpreservingsafetyproperties.

The basicbuilding blocks of the DisCo language
arelayers. A layeris anincompleteview of temporal
(e.g.A andB happenrby turns)andreal-timeproperties
(A happengvery 20ms)in thetotal systenratherthan
an architecturalunit. Layerssene as units of logical
modularity They canbe built up from scratchor from
otherlayers,possiblyreusableones,by refinementor
composition.

The mostimportantcomponent®f layersareclass

andactiondefinitions,initial conditionsandassertions.

Objectsare instancesf classesThe attributesof an
objectcan have simple valuessuchasinteger, real or
truth values,or they canbe setsor sequencesf simple
values Additionally, thetypetimeis availablefor spec-
ifying real-timepropertiesObjectscanalsoincludehi-
erarchicaland parallel finite statemachinesand ref-
erencego otherobjects.As with otherobject-oriented

languagesinheritancecan be usedfor building more
specializedclassegrom moreabstracbnes.

An actionconsistsof a name,roles parametes, a
guard, andabody Objectscanparticipatein roles.An
actionis enabledif participantscanbe selectedsothat
theguardexpressiorevaluatedo truefor them.Theex-
ecutionmodelhasnoexplicit controlflow. Any enabled
actioncanbe executedthe choiceis nondeterministic.
The executionof an actionmeansexecutingthe state-
mentsgivenin its body

An initial conditionexpresses conditionthatmust
hold initially, and an assertionexpressesa condition
thatis assertedo holdinvariantly

Realtimeis modelledasfollows. It is assumedhat
actionsareexecutednstantaneoushandthattime will
only passbhetweenconsecutie actions.Thereare two
dedicatedvariables:f?2, the real-\aluedclock variable
initialized aszero,and 4, the global setof deadlines
initialized asempty The value of {2 grows monoton-
ically andin eachaction, the value of animplicit pa-
rametemow indicatesits executionmoment.A dead-
line consistof amomentof time anda uniqueidentity.
Wheneeradeadlinenow+-d is neededor somefuture
action,an explicit statemenbf the form t@d, wheret
is a variable of type time, is given in an action body
to addthis deadlineto A. Thevalueof {2 is prevented
to grow beyond this deadlineuntil an executionof an
actionwith a statement@ in its body hasremoved it
from A.

4 GeneralizedRailroad Crossing

In thefollowing sectionsGeneralizedRailroadCross-
ing (GRC) [7], awell known benchmarkproblem,will
sene asanexample.The problemis to develop a sys-
temthatoperates gateatarailroadcrossing.The sys-
tem shouldsatisfy safetyand utility properties,infor-
mally: the gate is down when thereis a train in the
crossingandthegateis upwhennotrainisin thecross-
ing. Our solutionconsistsof layersTrains, Gates and
Controllers, wherethe latter refinesa compositionof
the othertwo layers.The solutionis generic,e.g.the
specificationallows an arbitrary numberof trains.Be-
causeof spacelimitations we describesomeparts of
the specificatioronly verbally?

Trains Layer Trains definesclassTrain including a
state machine and variable exit_dl (dl standingfor
deadline)of type time. The statemachinedepictsthe
positionof the train with respecto the crossingasfol-
lows: In stateFAR, the train is not in the proximity

2 Thefull specificatioris availableat URL ht t p: / / di sco.
cs.tut.fi/exanples/grc/.



of the crossing,n NEAR thetrain is approachinghe
crossing,n AT_GATE thetrainis in the crossingand
in PAST thetrainhaspassedhecrossingThereis also
aninitial conditionTrain_init assertinghatinitially all
trainsarein stateFAR:

class Train is
state : (FAR, NEAR, AT_GATE, PAST);
exit_dl : time;

end Train;

initiall y Train_Init is V t : Train :: t.state’FAR;

The layer includesfour actions.Action approach
hasoneparticipantof classTrain. Theactionis enabled
for trainswhich arein stateFAR. It changeghe state
of thepatrticipatingobjectto NEAR andsetsa deadline
for actionexit to 5 time unitsfrom now:

action approach (t : Train) is
when t.state’FAR do
t.state -> NEAR();
t.exit_dl @ 5;
end approach;

Action in (omitted)changeghe stateof the partici-
patingtrainfrom NEAR to AT_GATE. It cannotoccur
within two time unitsafteranoccurrencef approach.

Action out changesthe stateof the participating
trainfrom AT_GATE to PAST:

action out (t : Train) is

when t.state’AT_GATE do
t.state -> PAST();

end out;

Action exit changeshestateof theparticipantrom
PAST to FAR and removes the deadlinesetin ap-
proach:

action exit (t : Train) is
when t.state’PAST do

t.state -> FAR();
t.exit_dl @;
end exit;

Gates LayerGates introducesclassGate. The struc-
ture of the classis very similar to Train. The states
of the included state machineare namedUP, GO-
ING_DOWN, DOWN and GOING_UP. We assert
thatthe classis singleton,i.e., thereis exactly onein-
stanceof it. Initially it mustbein stateUP. As in layer
Trains, therearefour actionsthat changethe stateof
thestatemachine Theactionsarenamedower, down,
raise andup. TherearealsosometimerestrictionsEx-
ecutionof lower mustbe followed by down not later
than onetime unit, andraise by up, not earlierthan
onetime unit, but not laterthantwo time units. Actions
raise andup areshowvn belav. The executionmoment
of actionraise is storedin variableraise_ot (ot stand-
ing for occurringtime):

action raise (g : Gate) is

when g.state’ DOWN do
g.state -> GOING_UP();
g.up_dl @ 2;
g.raise_ot := now;

end raise;

action up (g : Gate) is

when g.state’GOING_UP and now >= g.raise_ot + 1 do
g.state -> UP();
g.up_d @;

end up;

Controllers Layer Controllers imports layersTrains
and Gates andrefinestheir compositionusing super
position. SingletonclassController is defined,which
again containsa four-state state machineas well as
three variablesof type time, lower_dl, raise_dl and
approach_ot. Thereis alsovariablen_trains of type
integer which is a counterusedto count the num-
ber of trains that are in the proximity of the cross-
ing. The statesof the controller are WAIT_FIRST,
TO_LOWER, WAIT_LAST andTO_RAISE, thefirst
of whichis assertedo betheinitial state.

Imported actionsare refined using superposition.
Actions approach andexit of Trains, andlower and
raise of Gates arerefinedby addinga new participant
of classController to each.Furthermoretheir bodies
areaugmentedby new statementsvhich changeheat-
tributesof the new participant.

Action approach is refined so that if the con-
trollerisin stateWAIT_FIRST or TO_RAISE thestate
is changedo TO_LOWER or WAIT_LAST, respec-
tively. In the former case,a deadlineis setfor action
lower. Theactionalsoincrementghevalueof n_trains
and storesthe momentof executionin variable ap-
proach_ot. Ellipsesareusedin thelanguageo denote
the partsof the guardand the body given in the im-
portedaction:

refined approach (t: Train; c: Controller) of approach(t) is
when ... do

if c.state’'WAIT_FIRST then
c.state -> TO_LOWER();
c.lower_dl @ 1;

elsif c.state’'TO_RAISE then
c.state -> WAIT_LAST();

end if;

c.n_trains := c.n_trains + 1;

c.approach_ot := now;

end approach;

Theguardof actionlower (omitted)is strengthened
sothatthecontrollermustbein stateTO_LOWER and
exactly one time unit has passedrom occurrenceof
approach (how = c.approach_ot + 1). The state
of the controlleris changedo WAIT_LAST, andthe
deadlinesetin approach is removed.

Action exit is refinedsothatit alwaysdecrements
the countern_trains. Additionally, if the train thatis
exiting is the lastonein the proximity of the crossing,



antlthe stateof the controlleris WAIT_LAST, theac-
tion changeghe stateof the controllerto TO_RAISE
andsetsa deadlinefor actionraise:

refined exit (t: Train; c: Controller) of exit(t) is
when ... do

if c.n_trains = 1 and c.state’'WAIT_LAST then
c.state -> TO_RAISE();
c.raise_dl @ 1;
end if;
c.n_trains := c.n_trains - 1;
end exit;

The guardof actionraise is strengthenedo that
the controllermustbe in stateTO_RAISE. The state
of the controlleris changedo WAIT_FIRST andthe
deadlinesetin exit is removed.

refined raise (g: Gate; c: Controller) of raise(g) is
when ... c.state’'TO_RAISE do

c.state -> WAIT_FIRST();
c.raise_dl @;
end raise;

This concludeghe specification.

5 Verification Theory and Tools

5.1 Timed Automata

Timed automataare finite-state machinesextended
with featuresfor modelling of the behaiour of real-
time systemsver time. Therearebasicallytwo differ-
entvariationsof timedautomatapneof whichis based
onacceptingimedwords(e.g.[2]), while theotheruses
location invariants (e.g.[22]). The mostessentialif-
ferencebetweerthesetwo variationsis thatthe former
associatesll timing constraintswith statetransitions,
while thelatterassociatesertainconstraintsith states
(locationg. Currenttoolsmainly supportthelatterdefi-
nition of timedautomatawhichis why we have chosen
thelocationinvariantmodelasour targetformalism.

Background. Thereis a finite set X’ of clocks Each
clock x € X is associatedvith a non-ngative real
valuev(z). ¥y is a setof predicateover X' defined
as a conjunctionof atomsof the form x#c or z —

y#c, wherez,y € X, # € {<,<,>,>,=}, and
¢ is aninteger constantAn assignmenp is a function
p: X — X* whereX* is X U {0}. v[p] denoteghe
valuationv’ suchthatfor all z € X, v'(z) = v(p(z))

if p(x) € X, otherwisev’(z) = 0. Informally this
meanghatthevalueof eachclock eitherstaysthesame
or is assignedhevalueof someotherclock or 0.

Definition 1. [22] A timedautomatonM is asix-tuple
(S, X,L,T,Z,P):

=

. § is afinite setof locations of which s,,;, is the

initial location.

. X is afinite setof clocks

. L is afinite setof syndronizationevents

4. T is afinite setof edges Eachedget is a 5-tuple
<s7 L) ¢7p7 S’)

(a) s € Sisthesourcdocation,

(b) s’ € Sisthetamget,

(c) L isasetof events,

(d) ¥ € ¥y istheenablingcondition,and
(e) p: X - X*istheassignment.

5.7 : S8 — ¥, is afunctionthat associates con-
dition Z(s) to every locations € S.Z(s) is called
theinvariant of s.

6. P associatea setof atomicpropositionswith each

location.

w N

We will informally describethe semanticof timed
automataAt ary time, the stateof anautomatoris de-
terminedby the locationandthe valuesof the clocks.
Thelatter have to be suchthatthe locationinvariantis
satisfied.The automatormay changeits locationand
the valuesof someof the clocks by executingan en-
abledtransition(i.e., a transitionwhoseenablingcon-
dition evaluatesto true). Alternatively, time may pass
while the location remainsunchangedprovided that
the locationinvariantis not violated; the valuesof all
clocksareincrementedy anequalamountof time.

An individual timed automatoris typically usedto
model the behaiour of a processor componentin a
larger system.Componentautomatacommunicateby
synchronizingin transitionslabelledwith elementsof
the setsof synchronizatiorevents. Thereforewe need
theproductautomatoror parallel compositiorof n au-
tomatawhichis informally describedasfollows.

— Thelocationsaren-tuplesof locations.

— The setof clocksis the union of the n setsof the
components.

— The setof propositionsassociateavith a tuple lo-
cationis theunionof the setsof propositionf the
componentocations.

— Theinvariantof atuplelocationis the conjunction
of thecomponentnvariants.

— Transitionsin different componentautomatala-
belledwith thesameaventsaresynchronizedinter-
nal transitionsof the componentsnay be executed
independently

— The enablingcondition of a transitionis the con-
junctionof the enablingconjunctionsof the partic-
ipatingtransitions.

— Theassignmenis the union of the assignmentsf
the participatingtransitions.



5.2 Kronosand TcTL

Kronos[22] is averificationtool for real-timesystems.
The mathematicabackgroundof Kronosis basedon
the theory of timed automata[2] andtimed temporal
logics.

Verification with Kronos can be done by using a
modelcheding or behavioual approachThe correct-
nesscriteriais expressedn TcTL [8] whenthe model
checkingapproachis usedand anotherautomatonis
usedfor the behaioural verification. In this paperwe
concentrat®n modelchecking.

The infinity problem induced by densetime is
solvedin Kronosby symbolicrepresentationf theinfi-
nite statespaceby setsof linearconstraintsTheinfinite
statespacds discretizedandthusmodelcheckingcan
bedoneasif theautomatorwasfinite.

TcTL is anextensionof CTL [5]. TCTL defineswo
real-timetemporaloperators3¢,Ur¢p, andV U da,
informally possiblyand inevitably. A resetquantifier
for clocksis defined.Intuitively 3¢,U; ¢, meansthat
thereexists somenon-zenarun p startingfrom states
anda point alongthe run suchthatthetime spentuntil
that point belongsto intenal I, ¢, holdsat that point
and¢, holdscontinuouslyuntil thatpoint.

Corventionalarithmetic,booleanandtemporalop-
eratorglike=, A =,V<O7) arealsodefined Themean-
ing of VO ¢ is Virue Ur .

6 Mapping DisCointo Timed Automata

6.1 Strategy

This sectionpresentsa formal proceduregor mapping
aDisCospecificatiorinto timedautomataEachobject
of aninstanceof a specificatioris mappednto atimed
automatonand the actionsbecomethe transitions.In
addition, real-time constraintsare handledseparately
by constructinganautomatorfor eachtime-typedvari-
ableof the specification.

Themappingis illustratedin Figurel. Thefirst box
depictsa DisCo specificationandthe secondcontains
theautomatgroduceddy the mapping.

Beforetheactualmapping theactionsusuallyneed
to be replacedby simpleronesusinga transformation
proceduresummarizedn the next subsection.

We do not verify the genericsystemthat a DisCo
specificationactuallydescribesput a specificinstance
of it. Furthermorewe areonly ableto verify finite-state
systemsThus,beforebeginning,we needto dothefol-
lowing:

1. Chooseaninstantiationthatis to be verified.
2. Setary necessarjimitations on datavalues.Vari-
ablesandparametersusthave finite valueranges.

? Train; E:; @’O
aop> @ity || o
Controller )

@ po

i Gate m @»@

Fig. 1. Schemeof the procedurefor mappingDisCointo timed
automata.

In this casewe chooseaninstantiatiorthathastwo
trains.

For simplicity it is assumedhatonly basicclasses
andothercorefeaturesof the DisColanguageareused.
Advancedeaturesuchasinheritanceandcomplex ex-
pressionsare not handledby the mapping.Theseare
not essentialimitations becauseheseconstructscan
be preprocessetby the DisCo compilerto obtain an
inheritance-freéntermediatform utilizing only basic
expressionsNon-operationafeaturesof DisCo (asser
tions and initial conditions)affect the transformation
only indirectly by constrainingheinitial state.

6.2 Transforming the Specificationinto a Mappable
Form

In timed automatathe synchronizatiorof component
automatdn a transitionis solely basedon the label of
the transition.However, in DisCo actionsare actually
templatedor simpleractions;e.g.the participantscan
in the generalcasebe chosenin mary differentways.
Thus,to be ableto mapDisCo actionsinto transitions
of timedautomataye needto split thetemplateactions
of a DisCospecificatiorinto oneswhoselabel (i.e. ac-
tion name)is uniquefor eachcombinationof partici-
pants,and moreover, uniquefor eachcombinationof
participantstates.
Theactionsaretransformedn thefollowing way:

1. Transformactionswith nondeterministiqpparame-
tersinto several actionswith fixed parametewal-
ues (one action for eachpossiblecombinationof
values).

2. Split eachactioninto asmary versionsasthereare
possibleparticipantcombinationgfor it. Eachob-
ject mustbe given an explicit identity field which
is thenchecledin theguard.

3. Split actionsto remove statementshat are not lo-
cally determinedj.e. statementghat assignto an



objectavaluedependingnthestateof anothemb-
ject.

4. Make the guardsseparableAn exampleof a non-
separableguardis 0.b = p.b, whereo andp are
objectsandb is a boolean-aluedvariableof both.
An equialent separabldorm is 0.b = false A
p.b= falseV 0.b = true A p.b = true.

5. Transformall action guardsinto their disjunctive
normalforms. Breakthe actionsinto asmary ver
sionsastherearedisjuncts,taking the disjunctsas
theguardsof thenew actions.

Becauseof spacelimitations, we cannotdescribe
thetransformatiorstepsn moredetailhere.Only some
of thestepsneedto becarriedoutfor theexamplespec-
ification. Full descriptionsof all stepstogetherwith
proofsthatthey resultin anequivalentspecificatiorare
givenin [1].2

6.3 Mapping Data

Symbolicrepresentatiorof datain timed automatais
not possible . Therefore variableshave to be unfolded
Unfoldingrefersto embeddinglifferentvariablevalues
into differentstatesin orderto be ableto usereal-life
verificationtools, the automataneedto be finite andof
relatively smallsize.ln the GRc specificationtheonly
variablewhosevalueneeddo berestricteds n_trains,
of typeinteger Sinceour instantiationhasexactly two
trains,weknow thatn_trains is never supposedo have
ary othervaluesthanO, 1 or 2. However, in ordernot
to risk makingfalseassumptionsye shouldprove that
the mentionedestrictedvaluerangeis indeedentailed
by the specification.

Fortunately the proofs of the validity of this kind
of instantiation-impliedestrictionsonvaluerangesan
beleft ontheresponsibilityof the modelcheckingtool
usedto verify theactualpropertieof the specification.
We just have to make an educatedguessof what the
rangewill be,andadd certaintransitionsto a special
error statein the automatonThis will be discussedn
moredetailin Section®.5and7.1.

6.4 Limitations of the Mapping

Real time Due to the limitations of timed automata,
only certainkinds of real-time specificationscan be
mapped.We do not claim that a mappingcould not
be found for somereal-timefeaturesmentionedbelov
asunsupportedWe have choserto supportan expres-
sive enoughset of featureswhile trying to keepthe

3 Thetargetformalismin the referencds not timed automata,
but more traditional transition systems.The transformation
stepshowever, arenot affectedby the differencesf the for-
malisms.

mappingrelatively simple and straightforvard. In our
experience most real-time DisCo specificationsnatu-
rally adhereto theselimitations, andthosethatdo not
canrelatively easilybe modifiedto do so.For thenon-
ohvious, non-syntactiaestrictions thereis no needto
investicate whetherthe specificationis in accordance
with them before producingthe automatathe model
checler canbe usedto do this after the mappinghas
beenapplied.

Thefirstlimitation is thatonly integerliteralscanbe
usedto denotetime values,possiblyaddingthe value
of now in certainsituations.This is becausd¢imed au-
tomataallow only integer assignmentsand compar
isons. Restrictingto integers doesnot reduceexpres-
sivenesghat much, becausdime units can always be
scaledappropriatelyandthereveryrarelyis needo use
time valuesthat cannotbe expressedwith a terminat-
ing decimal Furthermoreyaluesof timevariablesnust
not be assignedo othertime variables.This could not
be handledby timed automataln DisCo, time values
usuallyhave the natureof global specificatiorabstrac-
tions, andthereforethey neednot be assignedo other
variablesthusthelimitation is not essentialAlso, if a
deadlineis setusinga certaintime variable,it mustbe
removed beforeanotherdeadlinecan be setusing the
samevariable.lt is a goodideato adhereto this limi-
tation aryway, or the specificationis very likely to be
incorrect.Finally, only one assignmenstatemeniper
time variableis allowed in the specification(this is a
staticrestriction,i.e. dynamicallythe statementan of
coursebeexecutedanarbitrarynumberof times).With-
out this restrictionthe handlingof comparisorexpres-
sionswould becomdifficult. Thelimitation canbecir-
cumwentedby usingmoretime variables.

Fairness DisCoallows strongfairnesgequirementsn
actions,while timed automatahave no notion of fair-
nessin their executionmodel. Thuswe areonly able
to verify safety and real-time properties,which fair-
nessdoesnotaffect. Thislimitation is nottoo essential,
becausdn real-time specificationswe can often use
boundedivenessxpressedisingreal-timeconstraints
instead.

6.5 Constructing Timed Automata Modelling
Objects

We arenow readyto do the actualmapping.First we
constructautomatawithout ary timing properties,.e.
deadlinemanipulationstatementandotherreferences
to time-typedvariablesare ignored altogetherat this
stage.

In the mapping,we will usethe notationalcorven-
tion thattheassignmentomponenbf anedgeis given



asasetof assignmenstatementsThe semantic®f this
shorthanchotationis obvious: the correspondindunc-
tion mapseachclock occurringon theleft handsideof
anassignmento theright handsideof theassignment,
andall otherclocksto themseles.

We denotethe automatonrepresentinghe DisCo
object O by TA(O). The constructionof the set of
statedor TA(O) is donein two stepsFirst, we take as
underlyingstateshe statespaceof the hierarchicabnd
parallelDisCo statemachinesn the objectanddenote
themby S’. Statedn S’ arenotparallelor hierarchical,
the statespacehasbeenformed by binding a unique
stateto eachpossiblecombinationof hierarchicaland
parallel states.Second,unfold the variables,resulting
in the states

S={(¢,v1,v2,...,v,) €S X R} X ... x R},
IV1<i<n:if&(z;,s)thenv; € R;
elsev; = A\ }.

wherex, ., ..., x,, arethe variablesof the object, R;
is thevaluerangeof variablez;, R = RU {\} (A ¢
R;),and&(z, s) is true iff variablez is definedn state
s (in the DisCo sensej.e. the scopeof the variableis
actie in states).

The initial states;,;; of TA(O) is determinedby
theinitial stateof the DisCo specificationobtainedin
theinstantiationandconstrainedy the assertionand
initial conditionsof the specification.

Additionally, a specialerrorr4 oy Stateis added
to the automaton.The subscript TA(O) standsfor a
unigueidentifiermakingthe nameof theerror statelo-
calto theautomaton.

Thesetof synchronizingeventsC of TA(O) is

L ={A|AisanactionO participatesn }.
Thesetof edges] of TA(O) is

T ={ (s,{A},true,0,s")
€ 8 x 28 x {true} x {0} x S
| s((A4))s'}

wheres((A))s" meanghat

1. all predicatessxceptthosereferringto time vari-
ablesin the guardof A dependingon the stateof
objectO evaluateto true in states, and

2. executingall statementef A affecting the stateof
O — exceptthoseassigningo time variables— in
states resultsin states’.

If s’ is astatethatdoesnot exist dueto arestriction
placedontherangeof somevariable(s)thetamgetstate
IS error ra(0)-

Thesetof clocks X' is emptyandthefunctionZ as-
sociatesthe condition ¢rue to eachlocation. We also

choosea P componentto associatea set of atomic
propositionswith eachlocation; we use propositions
suchas AT GATE; and FAR, which in this case
directly correspondo the statesof the objectsin the
DisCospecification.

6.6 Constructing Timed Automata Modelling
Real-Time Constraints

For eachtime-typedvariablez of the specificationwe
constructa separateonstaint automatonCA(z). The
initial locationof the automatorhasno invariant,and
possibleotherlocationshave invariantsthatcorrespond
to DisCo deadlinesThereare basicallyfour ways of
usingtime-typedvariablesin DisCospecificationsand
they aretreatedasdescribeelaw.

Setting a Deadline Becausef thelimitationsof timed
automatawe have to placerestrictionson how time
variablesmaybeusedin thespecificationAll deadline
setstatementsustbe of theform

o.dl@c;

where o.dl is a time-typed variable and ¢ is
a non-ngative integer literal. For each statement
t of action A(t) of the abase form, a location
Loc(t) with the invariant 0.dl < ¢ and an edge
(Sinit, {A(t)}, cond, {o.dl := 0}, Loc(t)) areadded
to the automatonCA(o.dl). If theguardof A(t) does
notdependno.dl, cond is true, otherwisecond is as
describedelawv in the context of usingatime variable
in aguard.

In addition, edges(s, { A(t)}, cond, 0, error,. 4;)
are added for each location s # s;,;. Location
error,. q; is a speciallocationwhich is not reachable
in thefinal productautomatorif the specificationrdoes
not allow using the sametime variable for settinga
nev deadlinewithout remaving the previous one set
usingthe samevariable.The unreachabilityof the lo-
cationmustbe verified. The error locationis local to
eachconstraintautomatonthereforewe addthe vari-
ablenameasa subscript.

Removing a Deadline A deadlineremoval statemenis
alwaysof theform

o.dl@;

For eachstatement of action A(¢) of the abave
form, edges(s, {A(t)}, cond, 0, ;i) for every s €
S areaddedto the automatonCA (o.dl). Component
cond is asin usingatime variablein aguardbelow.

Assigning a Value to a Time Variable We allow the
following form of assignmentto time variables:
0.tv:=now = c;



wherec is a non-ngative integer literal. Only one
suchassignmenstatemenpertime variableis allowed
in thespecificationFor eachstatement of action A(t)
of theabove form, edge(s;n:;, { A(t) }, cond, {o.tv :=
0}, Sinit) is addedo automatonC'A(o.tv). Component
cond is asin usinga time variableguard(seebelow).
Additionally, edges(s, A(t), true, 0, error, ) for
eachs # s, areaddedto the automatonCA(o.tv).
This entailsthatit is illegal to assigrto a deadlinevari-
ablewith anactive deadline.Again, we have to verify
thaterror, ., IS anunreachablstate.

Using a Time Variable in a Guard We allow the fol-
lowing forms of expressionseferringto time variables
in actionguards:

now #o.tv+ d
whereo.tv is thetime variable, # € {<,<,>,>,=}
andd is a non-ngjative integer literal. If action A con-
taining the expressiondoesnot setor resetdeadlines,
edges(s, {A}, cond, 0, s) for all locationss € S are
addedto CA(o.tv). By the following calculationwe
gettheexpressioncond. Theremaybeoneassignment
to thetime variable,andit hasto be of theform

o.tv:=now =+ c;
where ¢ is a non-n@ative integer literal. We obtain
cond by addingtheconstantomponenttc (wherethe
binary operator+ is interpretedasthe signof ¢) of the
possibleassignmen(0 if thereis no suchassignment)
to the constanterm +d of the comparisorexpression,
obtainingk, andcomparingheclocko_tv correspond-
ing to the time variableo.tv with k. Thus, cond be-
comes

o_tv#k.

If, on the other hand, action A doessetor reset
deadlinesthe edgeseededhrealreadyin the automa-
ton. We just add the cond component(obtainedthe
sameway asabove) to them.

7 Verification Using Kr onos

7.1 Mapping GRC

As aresultof applyingthe actiontransformationsand
the mappingproceduredescribedin Section6 to the
two-train instantiationof the GRcC specificationpre-
sentedn Section4, we obtain14 timedautomataFour
of thesecorrespondo DisCo objects(two Trains, one
Gate, andoneController), andtento time variablesof
the specification(one automatorper variable).As ex-
amples the automatacorrespondingdo the Controller
objectandtime variableraise_dl areshavn in Figures
2and3.

For verification, the producedautomataare com-
posedin parallel. The productautomatorhas68 loca-
tions, 199 transitions,and ten clocks. The numberof

clocks could have easily beenreduced,andin larger
specificationsoptimizationis essentialdue to perfor
mancereasonsReductioncould be doneeitheron the
DisColevel (by usingfewertime variables)or by using
a clock optimizationtool suchasOptikron [6] afterthe
mappinghasbeenapplied.

At thisstagewe mustcheckthaterror statesareun-
reachableWe find thatthey are.Thus,theassumptions
madein themapping— regardingtherangeof thevari-
ablen_trains andthemanipulatiorof timevariables—
arevalid.

exit_nni,2
exit_nwl1,2

Error <

approach_nwf_ntrl,2

Fig. 2. The Controller automaton.

raise exit_n1_wi1,2,
RAISE DL :=0

Fig. 3. The Raise_dl automaton.

7.2 Non-Zenoness

Non-Zenonesghe propertythattime canproceedoe-
yondary bound,canbeverifiedby verifying the TCTL

property
init = VO(IO_ true).

Intuitively the propertymeansthat it is always possi-
ble for time to proceedby oneunit. Theresultthatthis



propertyentailsNon-Zenonestasbeenprovedin [8].

Non-Zenoness animportantpropertyof ary real-time
systemlf it doesnot hold, thereprobablyareconflict-
ing real-timerequirementsln sucha situationit might
be that somesafetypropertiesonly hold becausdime

stopsandnothinghappens.

Applying the forward searchof Kronos, we find
that our specificationdoesnot satisfy Non-Zenoness.
A countergampleis obtainedwhich leadsusto notice
thattheassignment

c.approach_ot := now;

in actionapproach shouldnot be executedin all sit-
uations.Actually, it shouldonly be executedwhenthe
first train approacheshe crossing,i.e. not when one
train is alreadyin anda secondtrain approachesrhe
error leadsto a situationin which on one handit is
requiredthat the deadlinefor executingaction lower
is onetime unit after executingapproach for thefirst
time, andon the otherhandlower is requiredto be ex-
ecutedexactly onetime unit afterexecutingapproach
for thesecondime. Thesaequirementslearlyconflict
with eachother anda Zenobehaiour is forced.

After correcting the bug, verification of Non-
Zenonesss re-attemptedThe resultis, again, failure.
Theforward searchalgorithmyields a counter@ample
basedon which we note the following. In the action
exit, a deadlineis setfor actionraise. However, if ac-
tion approach occursbeforeraise, we arein trouble.
The deadlineis not removed, yet raise is not enabled
arymore.Thus,a Zenobehaiour is again forced.

After the correction of the seconderror, Non-
Zenonesss verified successfullyusing the backward
searchof Kronos.

7.3 Safety

Thesafetyproperty*whenatrainisin thecrossingthe
gateis closed”is expressedn TcTL asfollows:

init = VO( (AT_GATE; V AT_GATE,)
= DOWN)

Using the backward searchalgorithm,we find that
the propertyholdsfor the correctedspecification.

7.4 Utility

The informal utility property“whenever no train is in

the crossing the gateis up” is too strongto be taken
literally. The systemhasto be allowed sometime after
thelasttrain hasleft the crossingbeforeit canreason-
ably berequiredthatthe gatehasbeenlifted. Theeasi-
estway to formulatethis propertyis to addanauxiliary

clock EXIT_TIMER which is resetwhenthe lasttrain
leavesthe crossingandrequirethat

init = VO( (FAR; N\ FAR,)
= (UPV EXIT_TIMER <= 3))

Thetime bound3 is obtainedoy summingupthedead-
line intervals for actionsraise (1 time unit after exit)
andup (2 time unitsafterraise).

Using the backward searchof Kronos, the utility
propertyis verified successfullyfor our correctedspec-
ification.

8 Conclusionsand Futur e Work

We have presentedan approachto the verification of
real-timeDisCospecificationsThemaintechnicakon-
tribution of thiswork is the mappingfrom DisCospec-
ificationsinto timed automatalUsingthe modelcheck-
ing tool Kronos we are able to verify mary critical
propertiesof finite specificationinstancesA compiler
couldbeconstructedn astraightforvardwayto imple-
mentthe mappingpresentedh this paper

The approachmakessomeuseof the genericityof
DisCospecificationsunlike in mary otherverification
approachedbasedon model checking,one specifica-
tion sufficesfor producingmary differentinstantiations
consistinge.qg.of differentnumbersof objects.

The two errorsfound in the examplespecification
are evidenceof the usefulnesf the mapping.When
we tried to verify the Non-Zenonesgroperty Kronos
outputa sequencef transitionsleadingto a statenot
satisfyingthe property Countergamplesof this kind
actascluesfor locatingerrors.Usingtheerroneouse-
guenceof transitions,it was easyto tracethe errorin
the DisCospecification.

The model checkingapproachsuits well for cer
tain kinds of DisCo specificationsand certainkinds of
properties.As describedin Section6, the limitations
for the specificationgarenot crucial. It is alsopossible
to modelcheckonly someinstantiationf partsof the
DisCospecificationLivenesgpropertiecannotbever
ified with theapproachTheclosestwe getarebounded
livenesropertiesexpressedisingtiming constraints.

In large specificationsywe easilyendupwith alarge
state-spacanda substantiahumberof clockseven af-
ter optimization. The currenttools are not yet able to
handlelarge statespacesfficiently, andespeciallythe
numberof clocks quickly increasegime and memory
usage.SinceDisCo supportsstepwiserefinementand
preseration of safety properties,we may be able to
verify somesafetypropertiesusing simple layersthat
describehesystematahigherlevel of abstractionAn-
otherway to easethe work of the verificationtool is



madlepossibleby the separatdéreatmentgiven for real
time in the mapping.Propertieghat do not dependon
real-timeconstraintscould be verified without includ-
ing the constraintautomatan the productsystem.

We alsoexploredthe possibility to useanothertool
for modelcheckingtimed automataThetool UPPAAL
[17] hasappealindeaturesuchasdatavariablesanda
graphicaluserinterface.However, in UPPAAL commu-
nication betweenprocessess one-to-one.This would
make the mappingof multi-objectactionslessstraight-
forward since the synchronizationwould have to be
donepairwise.

Model checking and usercontrolled mechanical
theorenproving complemeneachother Model check-
ing canbeusedto find countergamplesefficiently and
proposednvariantscanbe pre-checkdfor specificin-
stancedeforeattemptingto usea theoremprover for
formally proving themfor the genericspecification.
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